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Advice for you and your business

Consider These Five Reasons to
Offer a VPN to Remote Employees

With businesses sending employees to work from home in the wake of COVID-19, the cybersecurity of their
home offices has become paramount. One of the best ways to keep employee and business data protected
is by having them connect via Virtual Private Network (VPN).

Here are five ways VPNs can keep remote employees secure:

@ Better network and firewall protection
By routing an employee’s Internet traffic through your
company network, you can provide the same firewalls
and network-level protection that they'd have working
at an office with robust cybersecurity defenses.

@® A VPN can add another factor of authentication
Multi-factor authentication isn't perfect, but it does
help add an extra layer of security to your network.
Being able to create complex passwords for employees
to access company data means less concern about
being compromised by predictable and easily guessed
logins and passwords.

@ You canrestrict access to company data
Restricting access to a VPN to current employees
means it's easier o spot a usage anomaly. If you're
seeing 19 employees connected from Toronto, ON and
one connected from Moscow, it's easier to spot
a potential cyber event.

@ They can protect your data from the outside world
Data leaks from unsecured servers are a regular
occurrence, and the risk only grows from having more
remote employees accessing them from multiple
off-site locations. Putting your data behind a VPN and
requiring authenticated access can prevent it from
being discovered online.

@ Protection from public and shared Wi-Fi
While many employees are staying quarantined at
home, some don't have reliable or fast Internet access
and need to rely on either public or shared Wi-Fi. A
well-secured VPN connection means that employee
datais encrypted and harder to intercept when being
fransmitted through a shared or suspect Internet
connection.

For more information on making your
business safer, contact our Risk Services team
at 1.833.692.4112 or visit www.federated.ca.

[3584-074-ed0O1E | 05.2020] | © Federated Insurance. All rights reserved. Risk Insights is a frademark of Northbridge Financial Corporation, I
licensed by Federated Insurance Company of Canada (insurer of Federated Insurance policies). This Risk Insight is provided for information

only and is not a substitute for professional advice. We make no representations or warranties regarding the accuracy or completeness of

the information and will not be responsible for any loss arising out of reliance on the information.


http://www.federated.ca



Accessibility Report



		Filename: 

		3584-074-Consider-These-Five-Reasons-to-Offer-a-VPN-to-Remote-Employees-v01E.pdf






		Report created by: 

		Dacia Williams


		Organization: 

		





 [Personal and organization information from the Preferences > Identity dialog.]


Summary


The checker found no problems in this document.



		Needs manual check: 0


		Passed manually: 2


		Failed manually: 0


		Skipped: 2


		Passed: 28


		Failed: 0





Detailed Report



		Document




		Rule Name		Status		Description


		Accessibility permission flag		Passed		Accessibility permission flag must be set


		Image-only PDF		Passed		Document is not image-only PDF


		Tagged PDF		Passed		Document is tagged PDF


		Logical Reading Order		Passed manually		Document structure provides a logical reading order


		Primary language		Passed		Text language is specified


		Title		Passed		Document title is showing in title bar


		Bookmarks		Passed		Bookmarks are present in large documents


		Color contrast		Passed manually		Document has appropriate color contrast


		Page Content




		Rule Name		Status		Description


		Tagged content		Passed		All page content is tagged


		Tagged annotations		Passed		All annotations are tagged


		Tab order		Passed		Tab order is consistent with structure order


		Character encoding		Passed		Reliable character encoding is provided


		Tagged multimedia		Passed		All multimedia objects are tagged


		Screen flicker		Passed		Page will not cause screen flicker


		Scripts		Passed		No inaccessible scripts


		Timed responses		Passed		Page does not require timed responses


		Navigation links		Passed		Navigation links are not repetitive


		Forms




		Rule Name		Status		Description


		Tagged form fields		Passed		All form fields are tagged


		Field descriptions		Skipped		All form fields have description


		Alternate Text




		Rule Name		Status		Description


		Figures alternate text		Passed		Figures require alternate text


		Nested alternate text		Passed		Alternate text that will never be read


		Associated with content		Passed		Alternate text must be associated with some content


		Hides annotation		Passed		Alternate text should not hide annotation


		Other elements alternate text		Passed		Other elements that require alternate text


		Tables




		Rule Name		Status		Description


		Rows		Passed		TR must be a child of Table, THead, TBody, or TFoot


		TH and TD		Passed		TH and TD must be children of TR


		Headers		Passed		Tables should have headers


		Regularity		Passed		Tables must contain the same number of columns in each row and rows in each column


		Summary		Skipped		Tables must have a summary


		Lists




		Rule Name		Status		Description


		List items		Passed		LI must be a child of L


		Lbl and LBody		Passed		Lbl and LBody must be children of LI


		Headings




		Rule Name		Status		Description


		Appropriate nesting		Passed		Appropriate nesting







Back to Top
